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Sentinel and the Microsoft security suite

Cloud Native SIEM + SOAR - Microsoft Sentinel

Microsoft Threat Protection

Built on Azure Monitor, Logic Apps, and Microsoft’s UEBA/ML Technology

ENDPOINT
Microsoft Defender for 

Endpoint Detection & 

Response (EDR)  

IDENTITY 
Microsoft Defender for 

Identity + Azure AD 

Identity Protection

SaaS
Microsoft Defender for 

Office 365 + Defender 

for Cloud Apps

AZURE 
(Microsoft 

Defender for 

Cloud)

Depth
• High quality alerts. 

• End to end investigation and remediation.

NETWORK SERVERS IAAS OTHER

Event Log Data from Devices, Services, and 

Security Tools (3rd party and Microsoft)

Breadth
• Unified Alert Queue 

• Customized Alerts
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Microsoft Sentinel Core Capabilities
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Centralized Visibility

Microsoft Sentinel

IDENTIFY PROTECT DETECT RESPOND RECOVER

and moreIdentity Endpoint Cloud Network
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Microsoft Sentinel 

Roles and Permissions

Sentinel Reader Sentinel Responder Contributor Sentinel Playbook 

Operator
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Native Data Connectors

Log Analytics
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Azure
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Azure
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Azure
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Data Collection Rules 
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Microsoft Sentinel

On-premises/ IaaS

Log Analytics Agent

Public settings: Workspace Id

Private settings: Workspace key

Sentinel

workspace

Security Events: Common

Security Events

Azure

Log Analytics Agent

Public settings: Workspace Id

Private settings: Workspace key

Log Analytics MMA agent



Azure Monitor Agent (AMA)

Sentinel

workspace

Microsoft Sentinel

Log Analytics

workspace

Azure

Perf

On-premises/ IaaS

Security Events: Custom (xPath)

Security Events: Common

Perf

Data Collection Rule 1

Streams:

Security Events: Common

Perf

Destinations:

Microsoft Sentinel workspace

Log analytics workspace

Flows:

Security Events > Microsoft Sentinel workspace

Perf > Log Analytics workspace

Data Collection Rule 2

Streams: 
Security Events: Custom xPath

Destinations
Microsoft Sentinel workspace

Flows:
Security Events > Microsoft Sentinel workspace

Security Events: Common

Security Event: Custom (xPath)

Azure Monitor agent

Managed identity

Connected Machine agent (Azure Arc)

Azure Monitor agent

Managed identity

Data Collection Rule 1

Data Collection Rule 2



Demo
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